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Introduction

Dear Clients, Partners, and Friends,

We've all recoiled in disbelief and horror as we watched scenes of violence
stream across our TVs. The violent insurrection we saw in the U.S. capitol was
unprecedented. That is to say nothing of the collapse in security measures and
barriers that allowed rioters to breach our nation’s capitol. Deservedly so, leaders
are alarmed about how this could happen in one of the most heavily protected
cities in the world. People want to know what comes next, how they can navigate
this new wave of politically-inspired violence, and who might be most at risk.
According to the FBI, armed protests are being planned in all 50 state capitals for

inauguration day (Jan 20th). There is also actionable intelligence that the country
is headed for a period of protracted civil unrest and less-than-peaceful protests
throughout the beginning of this year. As always, our team is here to help you
prepare and harden your facilities so that this sort of politically-inspired violence
has a minimal impact on your operations.

Currently, we are in a heightened state of alert at all of our managed
properties. VPs, managing directors and site managers are reviewing emergency
plans and contingency plans and making any necessary arrangements and
adjustments.

Our VPs and leadership team is in constant communication with the field as we
continue to monitor the situation through our global network of resources. We will
continue to review and adjust our posture and staffing levels as more information
comes to light. That being said, here's what we know:

Monitoring Social Media

Chesley Brown continues to monitor blogs and social media calling for current
and former military personnel to be in the front ranks of any protests taking place
this weekend or in the time leading up to, and including, the inauguration of
President Elect Joe Biden. Open source intelligence (OSINT) indicates that online
chatter often preceded large demonstrations, as it did before the January 6th
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https://apnews.com/article/fbi-warns-armed-protests-next-week-ec75b26289166b4afd30c15b0dd2ded5




Avoid Capitals and “Parade Routes”

Businesses near government buildings are encouraged to track
demonstration activity in and around their locations and opt for
early closings for the next seven days. Additionally, it is
recommended that employees living in the immediate areas of
the planned demonstrations limit movement.

With protests popping up at the homes of congress people more and more,
politicians are likely to draw the ire of protestors for the foreseeable future. If you
work for a politician, or are located near a politician’'s home or office, you are
much more likely to be in the crossfire. The Proud Boys and other extremist
groups are planning to carry out armed protests in all 50 state capitols on
Sunday, January 17th, according to multiple sources. Although it is a broad
statement, these announced plans should be taken seriously by residents and
businesses near the state Capitol buildings in cities like Seattle, Portland, Atlanta
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and Washington D.C., where local businesses and storefronts are highly
susceptible to vandalism.

According to Chesley Brown's Managing Director of Corporate Investigations and
retired FBI investigator, Dell Spry, “Just stay home, that's the best advice | can
give.” According to his contacts within the FBI and NSA, the threat of white
nationalist violence has never been higher than it is today. We simply don’t know
the full scope of the situation, and as such, we're encouraging everyone to stay
away for safety.

The Threat of QAnon and Workplace Violence

While QAnon is not an organization, it is a contagious ideology that has spread
throughout the country and the world. While not all believers in QAnon's ideas are
members of extremist groups, they all subscribe to a basic set of beliefs: that
they or their way of life is threatened, or that others are threatened by dark forces
that they must expose and defeat. It is a deeply paranoid mindset. Paranoia is an
established risk indicator for violence in the workplace. Employees who are
convinced that their co-workers, supervisors, or organization present imminent
risk can act proactively to protect themselves or others they believe are in
danger.

Businesses Must Develop a Layered Security Approach to
Harden Facilities

Regardless of whether your organization is large or small, public or private, there
are basic security tactics that can protect your building and residents from
unwanted attention or attack. The goals of hardening your facility are to deter,
deflect, divert, and deny. By projecting the image of a safe, impenetrable
operation to someone performing pre-operational surveillance, a site for political
action, or looking for a crime of opportunity you can stop the fight before it even
starts. Hardening can and should be considered an effective offensive strategy to
threat management.
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https://docs.google.com/document/d/1m0g-S8fP10DWn02jjpTyhTG3HAQ6GqiRwjTMrJ5a4SY/edit?usp=sharing
https://chesleybrown.com/what-achilles-can-teach-us-about-threat-management/
https://www.asisonline.org/security-management-magazine/latest-news/online-exclusives/2021/q-speak-the-language-of-qanon/?GroupId=271&MessageKey=3f952736-0c83-4070-ac79-b3077f54d5a4&CommunityKey=a230eebc-fa45-47dc-9a07-9ca6a49f4a95
https://www.asisonline.org/security-management-magazine/latest-news/today-in-security/2020/october/Preparing-for-Post-Election-Civil-Unrest/

